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[bookmark: _Toc120889290]Executive summary  
This document constitutes the communication starter pack for the Horizon Europe project FERMI. The purpose of this document is to present the latest version of preliminary communication and dissemination material, channels, and resources. More specifically, this document provides the FERMI consortium members with an overview of the material that will be delivered as part of Work Package 6 so as to allow early monitoring of the work package activities and the beginning of communication activities.
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A list of abbreviations in alphabetical order is strongly recommended. See the following example.

GA:		Grant Agreement
FERMI:	Fake nEws Risk MItigator



[bookmark: _Toc494089552][bookmark: _Toc120889294]Introduction
[bookmark: _Hlk119338321]The communication starter pack is a first set of resources for the dissemination and communication of the Horizon EU project FERMI (Fake nEws Risk Mitigator). The objective of the communication starter pack is to provide the FERMI consortium with an overview of the communication channels and tools that have been developed until M02 of the project timeline. The production of a communication starter pack is justified by the necessity to begin communication activities at early stages of the project timeline, although the complete set of resources for dissemination and communication activities is due at a later stage (i.e., M06).
The communication starter pack includes the following: overview of visual identity, social media, templates, website placeholder, dissemination and communication channels, tools and resources.
[bookmark: _Toc120889295]FERMI identity
[bookmark: _Toc120889296]Visual identity of the project
The visual identity of FERMI was developed starting from the following questions:
· How reliable is your news source?
· Who is behind and who certifies the news?
Therefore, the choice of the following keywords:
· Credibility
· Reliability
This choice drove the designers in the ideation and development of FERMI visual identity. This resulted in the following logo:
[image: ]
[bookmark: _Toc120889320]Image 1 - FERMI logo
The visual identity was developed using three colours, these can be seen in the following image together with their RGB codes. However, the colour choice presented in Image 1 -i.e., black logo on beige background- is the preferred one. Second in order of preference is the reversed choice -i.e., beige logo on black background. These options should be preferred to any other option whenever possible.
[image: ]
[bookmark: _Toc120889321]Image 2 - FERMI colours
Hence, the logo presented in Image 1 is available in the three colours showed in Image 2. 

The current version of the roll-up is the following:
[image: Graphical user interface, website

Description automatically generated]
[bookmark: _Toc120889322]Image 3 - Roll-up
The roll-up will be printed and exposed in suitable events. The roll-up provides a summary of FERMI as for its main output, the project motivation and the key objectives.
The FERMI poster is shown in the image below.
[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc120889323]Image 4 - Poster FERMI
The poster will be produced only in digital format and distributed as such. The poster offers an overview of the project that highlights the problem that FERMI identified and aims to solve and its value proposition. Moreover, it outlines the use-cases where FERMI solutions will be deployed and tested so as to give the reader a glimpse of the concrete application of FERMI.
The following is the current version of the flyer developed for FERMI project.
[image: A picture containing text

Description automatically generated] 
[bookmark: _Toc120889324]Image 5 – Flyer (one)
[image: ]
[bookmark: _Toc120889325]Image 6 - Flyer FERMI (two)
The flyer will be printed and distributed in suitable events. Additionally, it can also be distributed in a digital format.
The current version of the brochure is shown in the following images.
[image: ]
[bookmark: _Toc120889326]Image 7 - Brochure external
[image: Text

Description automatically generated]
[bookmark: _Toc120889327]Image 8 - Brochure internal
The brochure will be printed and distributed mainly in such format. The brochure will be distributed at every suitable event organised by the project consortium and ideally also attended by at least one of the partners. The brochure combines an appealing aesthetic on its external side with rich information on the internal side. The content aims to help the reader building a clear understanding of the problem identified by the project and the envisioned solution. The brochure highlights the real-life scenarios where this problem can be witnessed and addressed. 
[bookmark: _Toc120889297]Templates 
A template for the deliverable was developed. This can be seen in the following image.
[image: Graphical user interface

Description automatically generated]
[bookmark: _Toc120889328]Image 9 - Deliverable template
The current version of the template for deliverables does not have a cover page. The first page of the current version, visible in Image 16, consists of the logo and key information regarding the project FERMI and the document such as the Horizon Europe funding call identifier and the type of deliverable. The option to include a deliverable template with an aesthetically pleasing cover page will be explored in the first months of the project. This version of the deliverable template may be used for dissemination and external communications. 
[bookmark: _Toc120889298]Social media accounts of the project
The creation of social media accounts was foreseen for the online presence of FERMI project. Regarding the social media an account was created on Twitter, LinkedIn, YouTube and Mastodon. 
[image: Graphical user interface, application
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[bookmark: _Toc120889329]Image 10 - FERMI on Mastodon
[image: Graphical user interface, text

Description automatically generated with medium confidence]
[bookmark: _Toc120889330]Image 11 - FERMI on Twitter
Twitter will be foremostly used to share news and flash updates on the happenings related to the project and its domain.
[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc120889331]Image 12 - FERMI on LinkedIn
LinkedIn will be foremostly used to engage with the community of professionals surrounding FERMI.
[image: Graphical user interface, text, application, website

Description automatically generated]
[bookmark: _Toc120889332]Image 13 - FERMI on YouTube
YouTube will be foremostly used to share videos of conferences, webinars, roundtables and other happenings organised within the project. Additionally, it will serve as a platform for sharing brief videos to explain the project.
[bookmark: _Toc120889299]Presentation of the project FERMI
A presentation to introduce the project was developed based on the visual identity. Screenshots of some slides follow.
[image: Text, logo

Description automatically generated][image: A picture containing text, person, hand, male

Description automatically generated]
[bookmark: _Toc120889333]Image 14 - Presentation first slide			Image 15 - Presentation intro
[image: Logo

Description automatically generated][image: A picture containing text

Description automatically generated]
[bookmark: _Toc120889334]Image 16 - Presentation section title			Image 17 - Presentation content slide
The presentation will be distributed and used to introduce the project. Further ahead in the project timeline more specific presentations can be developed based on the FERMI consortium needs and objectives. A template is developed based on the introductory presentation.
[bookmark: _Toc120889300]Dissemination and communication channels and stakeholders
The communication starter pack includes an overview of the main channels for communication and dissemination of the FERMI project. These are divided into events, journals and other avenues for publication, and stakeholders. The lists presented here are by no means exhaustive. In fact, they will be further expanded with the contribution of the FERMI consortium members. Partners will be asked to contribute through a form similar to the one showed in the following image.
[image: A picture containing graphical user interface

Description automatically generated]
[bookmark: _Toc120889335]Image 18 - Form for contribution to dissemination, communication and stakeholder engagement
Potential stakeholders will be targeted by the FERMI consortium members and directly asked to enrol as stakeholders of the project. This will ensure compliance with the General Data Protection Regulation of the European Union.
[bookmark: _Toc120889301]List of events
Intelligence Support Systems for Electronic Surveillance, Social Media/DarkNet Monitoring and Cyber Threat Detection, 6-8 June 2023, Prague (CZ).
ISS World Europe is the world's largest gathering of Regional Law Enforcement, Intelligence and Homeland Security Analysts, Telecoms as well as Financial Crime Investigators responsible for Cyber Crime Investigation, Electronic Surveillance and Intelligence Gathering.
The 23rd Annual Conference of the ESC (EUROCRIM), 6-9 September 2023, Florence (IT).
EU DisinfoLab 2023 Annual Conference, 11-12 October, Krakow (PL).
EU DisinfoLab is an independent non-profit organisation focused on tackling sophisticated disinformation campaigns targeting the EU, its member states, core institutions, and core values.
European Intelligence and Security Informatics Conference.
[bookmark: _Toc120889302]List of journals and other avenues for publication
· arXiv
· OpenAIRE
· Springer
· euvsdisinfo.eu
· International Journal of Critical Infrastructures
· European Journal on Criminal Policy and Research
· International Journal of Critical Infrastructure Protection
· European Journal for Security Research 

[bookmark: _Toc120889303]List of stakeholders
European Union funded projects are the first target in order to develop synergies and open the way to collaborative actions. Since the stakeholder enrolment has not started yet, the list presented here is limited to projects and initiatives and does not include natural persons. This is in compliance with the General Data Protection Regulation which would otherwise require the informed consent of said natural persons to be enlisted as stakeholders of the project.
· SENTINEL
· ROXANNE
· MARVEL
· OSiMa
· WISIND
· ENSURESEC
· Policy Cloud
· Cyber-TNOC
· DATACORS
· EUNOMIA
· Medi@4sec
[bookmark: _Toc120889304]Website of the project FERMI
The Horizon Europe project FERMI will also establish its online presence through a website. This will be a pivotal channel for communication and dissemination of the project’s activities, findings, and results. Additionally, it will offer the opportunity to stakeholders to register as such and to follow the developments throughout the project duration. In other words, the website will be akin to a single point of contact for all information related to FERMI project.
[image: ] 
[bookmark: _Toc120889336]Image 19 - Website home page (opening view)
[bookmark: _Toc120889305]Structure of the website
The first version of the website structure includes:
· Home page
· About
· Description of the project
· Partners
· Governance
· Pilots
· Contact
Whereas the Home page provides an overview of the project and, naturally, functions as a link to the other sections of the website, the other sections dive deeper into the project.
The About section includes a page that describes the project’s context, the issue addressed, the solution advanced and more specific objectives of FERMI. Additionally, it includes a page about the consortium partners, these are presented and briefly described. Finally, it includes a page on the governance of the project, hence a description of the work packages and the leadership team (i.e., project’s coordinator, dissemination manager, quality manager, etc.).
The section about the Pilots gives access to the three pilot cases of FERMI. The current version of the website offers a high-level overview of the pilots. However, this section is likely to be the object of the first website update.
Finally, the Contact page. This page evidently includes the contact information of key roles within FERMI.
[bookmark: _Toc120889306]Conclusions
The communication starter pack is a first set of resources for the dissemination and communication of the Horizon EU project FERMI. The communication starter pack provides an overview of the communication channels and tools that have been developed. As a matter of fact, the communication starter pack constitutes an input to the deliverable 6.1 “The FERMI outreach management facilitators package”.
The communication starter pack includes the following: overview of visual identity, social media, templates, website, dissemination and communication channels, tools, and resources
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based on multidisciplinary research
The socio-technical nature of this
threat will be considered and the
solution will address both the social
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Unfortunately, social networks, news media, and digtal platforms are targeted
by malicious actors who hamess technology to spread false information.
‘These actors often exploit "bots” (ie., fake social network accounts operated
by a computer) to conduct attacks on large scale. Sadly, the target of
disinformation and fake news are always real people. Individuals belonging

to minorities and marginalised groups are the main victim although large
scale attacks can harm, for instance, public health FERMI will adopt a
multidisciplinary approach to understand and proactively detect how this
threatis developed and propagates, whom is more at risk, what real life crimes
itis likely to spur and whom are the ones to commit them. FERMI will also
develop frameworks and material to counter this threat at every level

GOALS

1 Analyse the direct risks posed
by disinformation and fake news
tothe offline world and minimise
the impact

2 Design training and education
material for European Police
Authorities, other professionals and
stakeholders, and EU citizens

3 Support the EU LEAS and (social)
media organizations in the combat
against disinformation and fake
news and the ramifications thereof

Realize technological breakthroughs
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Disinformation and fake news regarding the size and nature of migration
toward the EU have created growing xenophobic sentiments leading to violent
radicalization from right-wing extremists

Non-state actors are spreading disinformation to undermine trust n the local
govemance and reinforce extremist narratives and recruitment strategies,
increase the motivation of selfradicalized terrorists in order to perpetrate real
attacks, and use of psychological manipulation to undermine an individual's
belief in specific social values. This often results in discrimination and violence.

HEALTH CRISIS AND CONSPIRACY THEORIES

‘The COVID-19 infodemic has led —and it stil leading—to a spike in
Disinformation and fake news through hoaxes, pseudoscience and conspiracy
theories, breeding distrust in public institutions and putting lives at risk

Police Authorities and other stakeholders need to be equipped with aditional
intelligence in order to allocate, in a timely manner, well calibrated resources to
these events that have the higher probability to involve or trigger violence and
criminal activities

FAR LEFT EXTREMISTS AND ANARCHISM IN EU

Left-wing extremism, particularly anti-capitalist and anarchist violence leads to
welfare losses arising from the loss of life and physical destruction, opportunity
costs in terms of investments, externalities in terms of other crimes

‘The experience of the police from the analogue world, paired with the digital
FERMI solutions and an economic observation and analysis layer (economic
factors), follow a holistic approach that creates added value from law
enforcement to prevention
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VISION

ANALYSE

FERMI will exploit a holistic and
cross-disciplinary methodology
towards a framework that will
thoroughly analyse D&FN and
their sources, in combination
with all the socioeconomic
factors that may affect both
the spreading of such incidents
and their effects on multiple
dimensions of society.

SUPPORT

Comprising a set of innovative
technological developments,
FERMI willfacilitate EU Police
Authorities to detect and monitor
the way that D&FN spread, both
in terms of locations and within
different segments of the society,
and to put in place relevant
security countermeasures.
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TANGO will produce and diffuse
tailor-made training material
designed for i) European Police
Authorities, i) other professionals
and stakeholders, i) EU citizens
for combating the spread and
limiting the impact of D&FN and
increasing digital trust
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